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Phan IV: Internet Services

Bai Lab 1: FTP

Bai Lab 2: The Secure Shell(SSH)
Bai Lab 3: DNS

Bai Lab 4: Web Server

Bai Lab 5: Squid Server

Bai Lab 6: Mail Server

Bai L ab 7: Firewall Server

Bai Lab 8: IDS Server
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BaiLabl: FTP
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I/ Cai dat FTP:

FTP 13 dich vu cung cp co ché truyén tin dudi dang file théng qua mang tcp. C6 nhiéu chuong
trinh ftp server s dung trén Linux nhu: Vsftpd, Wu-ftpd, PureFTPd, ProFTPD,... Trong gido trinh nay sé
trinh bay Vsftpd

- Kiém tra vsftp d&@ duoc cai dat hay chua:

[root@testsrv /f]# rpm -ga | grep vsTtpd

- Cai dat (néu chua dugc cai dat):
[root@testsrv /]# rpm -ivh wsftpd-2.0.5-10.e15.1386.rpm
Preparing... B R R A A S S i [ 100%)]
1:vsftpd _ R R R R [ 100%)]

- Kiém tra vsftpd da duogc cai dat trén hé théng:
[root@testsrv /1# rpm -ga | grep vsTtpd
vsTtpd-2.0.5-10.e15

11/ Céu hinh vsftpd server:
file dung dé cau hinh vsftpd server la /etc/vsftpd/vsftpd.conf
- Stra file cau hinh vsftpd.conf nhu sau:

[root@testsrv /]# vi fetc/wsTtpd/vsTtpd.conf
anonymous_enable=NO # khong cho phép anonymous login vao
local_enable=YES # Cho phép nguoi dung cuc bo login vao
write_enable=YES # Cung cap quyén ghi cho ngudi ding
xferlog_enable=YES - # Cho phép ghi log
xferlog_file=/var/log/vsftpd.log # Vi tri file log
connect_from_port_20=YES # Str dung cong 20 cho FTP-Data
ftpd_banner=Trung Tam Dao Tao Mang May Tinh Athena
userlist_enable=YES  # Nhimng ngudi dung trong user_list bj cam truy cap

Chu y: Khi chay vsfipd trén CentOS5. Néu bdt chire nang SELinux = enforcing
(fetc/sysconfig/selinux) thi ta can phai set bien fip_home_dir = on

- Kiém tra bién ftp_home dir:
[root@testsrv wsTtpd]# getsebool ftp home dir
ftp home dir --= ofT

- Set biét ftp_home_dir = on:
[root@testsrv wsTtpd]# setsebool -P ftp home dir 1

- Kiém tra lai bién fip_home_dir:
[root@testsrv wsTtpd]# getsebool ftp home dir
ftp home dir --= on

- Tao FTP Home Dir
[root@testsrv /]# mkdir fhome ftp

- Tao User cho phép truy cap FTP server:
[root@testsrv wsTtpd]# useradd -d Jhome_ftp/ftpuser ftpuser
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- Tao Password cho user ftpuser
[root@testsrv /]# passwd ftpuser

Changing password for user ftpuser.

Mew UNIX password:

BAD PASSWORD: it is based on a dictiomary word

Retype new UNIX password:

passwd: all authentication tokens updated successfully.

- Tao file test.txt
[Toot@testsrv vsTtpdl# touch /fhome ftp/ftpuser/test.txt

- FTP server khi chay cin mé port (20,21) nén ta phai mé 2 port nay trén firewall hay tat firewall.
[root@testsrv /]# service iptables stop

Flushing firewall rules: [ 0K 1]
Setting chains to policy ACCEPT: filter [ OK ]
Unloading iptables modules: [ 0K 1]

- Start vsftpd daemon:
[root@testsrv /]# service vsTtpd start

Starting vsftpd for vsftpd: [ OK 1]

111/ FTP client:
- Truy cap tu Linux:

[rooti@Etestsrv wsTtpd]# ftp 192.168.36.230
Connected to 192.168.36.230.
220 Trung Tam Dao Tao Mang May Tinh Athena
530 Please login with USER and PASS.
530 Please login with USER and PASS.
KERBERDS V4 rejected as an authentication type
Name (192.168.36.230:root): ftpuser
331 Please specify the password.
Password:
230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp=

Kiém tra
Ttp= 1s
227 Entering Passive Mode (192,168,36,230,207,244)
158 Here comes the directory listing.
-Tw-r--r-- 10 ] B Feb 12 B84:53 test.txt
226 Directory send OK.

- Truy cap tu windows:
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Type the name of a program, folder, document, ar
Inkernet resource, and Windows will open it Far you,

ST D 197, 165,36.23 e

5

o] 4 JI Zancel | I Browse, .,

onnected to 192 _168_.36.230.

228 Trung Tam Dao Tao Mang May Tinh Athena
ser (1%72.168.36.238:<none>>: ftpuser

331 Please =pecify the password.
Password:

2380 Login successful.

Kiém tra

ftp> 1s -1

288 PORT command successful. Conzider using PASU.

158 Here comes the directory listing.

PU-P——P—— 18 @ @ Feb 12 B4:53 test.txt

226 Directory send OK.
ftp: 66 hytes received in B.B@Seconds 66800.00Khytes sec.
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Bai Lab 2: The Secure Shell(SSH)
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I/ Cai dat SSH:
Chuongtnnhtekmtchophepngu01dungdangnhm)urxavaohethong‘Nhungkhuyetdmnncua
chuong trinh nay a tén nguoi dung va mat khau gt qua mang khong dugc ma hoa. Do do, rat dé bi tan
cdng. Phan mém ssh 1& mot sy hd trg méi cia linux nhim khic phuc nhuoc diém cua telnet. N6 cho phép
ban ding nhap tir xa vao hé thong linux va mat khau s& duoc méa hod.
Mac dinh khi cai dat linux thi ssh da dugc cai dat
- Kiém tra ssh d4 duoc cai dat hay chua:
[root@testsrv /]# rpm -ga | grep openssh
openssh-4.3p2-16.el5
openssh-clients-4.3p2-16.el5
openssh-askpass-4.3p2-16.e15
openssh-server-4.3p2-16.el5

11/ CAu hinh SSH server:
file dung dé c4u hinh ssh server Ia /etc/ssh/sshd_config
- Xem file cau hinh sshd_config v&i cac option mic dinh:
[root@testsrv f]# vi fetc/ssh/sshd config

- ssh server khi chay cAn mé port (22) nén ta phai mé port ndy trén firewall hay tit firewall.
[root@testsrv /]# service iptables stop

Flushing firewall rules: [ oK ]
Setting chains to policy ACCEPT: filter [ OK ]
Unloading iptables modules: [ 0K 1]

- Start sshd daemon:
[root@testsrv /]1# service sshd start

Starting sshd: [ OK 1]

111/ SSH client:
- Truy cap ssh server tur Linux:

[root@testsrv /]# ssh 192.168.36.230
The authenticity of host '192.168.36.230 (192.168.36.230)"' can't be established.
RSA key fingerprint is 6f1:9c:30:92:71:61:e7:18:0e:58:97:eb:07:36:51:33.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.36.238"' (RSA) to the list of known hosts.
root@l9?.168.36.230"'s password:

Nhap vao password cuta root.
bé¢ thoat khoi ssh server g0 exit

Néu muén ssh véi account khac root thi thém vao option —1 nhu sau:
[root@testsrv /]# ssh -1 usera 192.168.360.230
usera@l9?.168.36.230"'s password:

[usera@testsrv ~]%

- Str dung Ié€nh scp dé thuc hién sao chép qua ssh:

[root@testsrv /1# scp /var/log/maillog 192.168.36.230:/tmp
root@192.168.36.230"'s password:
maillog 1600% 1083 1.1KB/s 00:00
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=> Sao chép file maillog tir localhost sang thu muc /tmp ciua server 192.168.36.230

Néu muon copy ca thur muc thi thém vao option — nhuw sau:
[root@testsrv /]# scp -r /var/log 192.168.36.230:/tmp
root@192,.168.36.230's password:

anaconda. log 100% 471KB 470.9KB/s  00:00
:0.1log 100% 892 0.9KB/s  00:00
:0.10g.2 100% 892 0.9KB/s  00:00
:0.10g.1 100% 892 0.9KB/s  00:00
yum.log 180% 52 0.1KB/s  00:00
secure 180% 3723 3.6KB/s  00:00

=> Sao chép thu muc log sang thu muc /tmp cua server 192.168.36.230

- Truy cap ssh server tur windows:
Trén windows cai chuong trinh SCRT 4.0.5.exe

VANDYKE WE LISTEN. THEN WE MAKE SOFTWARE BETTER.
SOF RE

SecureCRT® 4.0 Setup

SecureCRT License Agreement

weCRT 40 ("Software']
. Inc.

Sau khi cai dat xong, chay truong trinh trong Start => programs => SecureCRT 4.0 =>
SecureCRT 4.0.exe
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£ 7

[v Show dialog on startup | | Cloze

Chon ™ (New Session), khai b&o cac thong sé sau:

Sessinn Options E
Category:
- Logon Scripts
- 55H2 Mame: I Athena Load F"ru:ufile...l
=) Part Farwarding
‘. Remnate Protocal: I zshe = I
Sl Hastname: |1 92.168.36.230
= Emulation - '
Modes Part: 22 7 Use firewal to connect
- Emacs
~ Mapped Keys Uszemame: IT'I"I't
o Advanced
Bl "i'".ppearan':e Authenticatian
o Wfindow P
5 Opiions Prirnary: IF'asswu:uru:I LI Unsave Password |
i Bdvanced Secaondarny: |<Nu:|ne> LI Froperties... |
[=- File Transfer
- ¥Modem
. ZModem
- Log File
[=]- Prirting
o Advanced
] I Cancel
Chon OK

Chon connection Ahtena => chon Connect
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X

hostname 192.168.36.230, which rezolved to 19216836 230,
port 22, If pou have received this meszage more

than once for 192.168.36. 230, thiz may mean that 192.168.36.230
iz an “aliaz" which resolves to different hosts.

"'_.. The host kep databasze does not contain an entry for the
[ ]

[t iz recommended pou verify your host key before accepting.

Server's host key fingerprint (MD5 hazh]:
ee:9e:foo3bie?: Bd:a9: 3d: 97 05: 2b: 56: 54: 0d: be: 07

Accept Once Cancel

Chon Accept & Save

root{er] 92,168, 36,230 requires a pazsword, Fleasze 0k
enter a pazzword now. -

Uszernarne: |f':":'t

xxxxx71

| Save pazzword

Pazsword:

Nhap vao password cho account root, chon OK

- Secure Transfer File tu windows:
Trén windows cai chuong trinh SSHSecureShellClient-3.2.9.exe

Setup Status

55H Secure Shell Setup iz performing the requested operations.

0%

Cancel
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Sau khi cai dat xong, chay truong trinh trong Start => programs => SSH Secure Shell =>
Secure File Transfer Client
' =defaultsitp - SsHiSecure Hile lransfer

File | Edit View Operation Window Help
H 28 L EE ) T Son
& Quick Connect (] Profiles

R Rl || add || B | @E XK ) -

BRw ol

_Local Tarne: . Size | Type IA| Remote Mame Size | Type
DMy Documents System? I
—j My Computer Systemi
‘Q My Metwork Places System| _
9' Recycle Bin Systemi 7
rf.élnternet Explorer System!
I Launch 117-101-Dema-Cert.., 2,637 Shorkcd |
e SecureCRT 4.0 682 Shorkce
i‘.& 55H Secure File Transfer Client 1,931 Shortce
) 55H Secure Shell Client 985  Shorteu
U= Wiveare Workstation 1,677 Shortce
) Congky File Fol:
ILPI File Falc
") syslog File Fol:
|7 tailieutienganh File Folt:vi
— R e |1 . -
< I I [E 3 i | (2]

Transfer | Queue |

A SQ_L!r_ce_FiIx_e_ | Source Direckary | Destination Directory | Size | Status | S_peg_d__ Time |
£al, i [E3)
Mot connected - press Enter or Space to | g

Chon & Quitk Comnect a4 46 cAc thang sb

LI , Host Mame: 192.168.36.230 Caonnect ]

Wser Mame; |T'I"I'd

Canizel ‘

Port Murnber: |22

Authentication Methad: |<F'r|:|fi|e Settings: _vJ

Chon Connect

Pazsword: ]’“"“"“‘
Cancel

e |

Nhap vao password cta account root, chon OK
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File Edit Wiew Operation ‘Window Help
B egeoaa% i@ s &N
‘oj Quick Connect [ Profiles
B e e x| “| et || S ek x| || A
Local Name ; Size | Type |4 | Remote Name i Size: Type?_l\l:
[ ymMy Documents System| | Folde| |
-) [y Computer Systemé Folde|
‘-3 My Metwork Places System| Folde
| |
2/ Recycle Bin System| Foldg| 4
Iélnternet Explorer Syskem| Folde 3
W Launch 117-101-Demo-Cert. .. 2,637 Shorkcol | Folde|
Vel SecureCRT 4.0 632  Shorkco [)home_frp Falde|
151 55H Secure File Transfer Client 1,931 Shortce lib Folde |
#:155H Secure Shell Client 935  Shorkc |2 lost+found Folde
| YMware Workstation 1,677 Shorkcu IZmedia Folde
hCongty File Fol: imisc Folde
ILPT File Falc St Folds
Chsyslog File Falc Cmet Folde
)tailieutienganh File Folcf )opt Folde;v
(,.:_ : f e :_).i. g _.<_'E | ) s
Transfer | Gueue |
I /| Source File Source Direckory Destination Directory Size | Skatus Speed Tine
£ il 2]
Connected ko 192.168,36.230 - | 155H2 - aes128-che - hmac-mdsS - none |23 items (0 Eytes) ﬁ

IV/ CAu hinh cho phép truy cAp SSH server khong yéu ciu nhap passowrd:
- Sura file cau hinh trén server thiét 1ap 2 thudc tinh/sau:
[root@testsrv /]# vi /etc/ssh/sshd_config

PubkeyAuthentication yes
AuthorizedkKeysFile .5sh/authorized keys

- Tao key tai may Client:
[root@testsrv /]# ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id rsa):
Created directory '/froot/.ssh’.
Enter passphrase (empty for no passphrasej:
Enter same passphrase again:
Your identification has been saved in /root/.ssh/id rsa.
Your public key has been saved in froot/.ssh/id_rsa.pub.
The key fingerprint is:
C7:76:bb:14:36:93:34:253:4d:c0:d9:e0:32:29: T8:5e rooti@testsrv.athena.eduvn

- Copy key cua Client 1én Server:
[root@testsrv /]# scp -r /root/.ssh 192.168.36.230:/root/
root@192.168.36.230's password:

known_hosts 100% 396 0.4KB/s 00:080
id_rsa.pub 100% 4087 0.4KB/s  00:00
id rsa 100% 1675 1.6KB/s  00:080

- Trén server copy file id_rsa.pub thanh file mgi d6i tén thanh authorized_keys:
[root@testsrv /1# cp /froot/.ssh/id_rsa.pub /root/.ssh/authorized_keys
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- Restart lai sshd daemon trén server:
[root@testsrv f]# service sshd restart
Stopping sshd: [ OK
Starting sshd: [ OK

- Truy cap SSH tu Client:
[root@testsrv /]# ssh 192.168.36.230

Last login: Tue Feb 26 12:50:13 2008 from 192.168.36.233
[root@testsrv ~]# I
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Bai Lab 3: DNS
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DNS la dich vu phén giai tén mién thanh IP va nguoc lai.
C6 3 loai Name Server: Primary Name Server, Secondary Name Server, Caching Name Server
I/ Cai dat Primary Name Server:
- Kiém tra DNS d4 dugc cai dat hay chua:
[root@testsrv /1# rpm -ga | grep bind

- Cai dat (néu chua dugc cai dat):
[root@testsrv /1# rpm -ivh bind-1ibs-9.3.3-10.e15.1386.rpm

Preparing... R [100%)
1:bind-1libs R [100%)

[root@testsrv /]# rpm -ivh bind-9.3.3-10.e15.1386.rpm

Preparing... R [100%)
1:bind R [100%)

[root@testsrv /]# rpm -ivh bind-utils-9.3.3-10.e15.1i386.rpm

Preparing... R [100%)
l:bind-utils R [100%)

- Kiém tra DNS da duoc cai dat trén hé théng:
[root@testsrv S]# rpm -ga | grep bind
bind-utils-9.3.3-10.el15
bind-1ibs-9.3.3-10.el5
bind-9.3.3-10.el5

11/ CAu hinh Primary Name Server:
- Tao file cau hinh /etc/named.conf nhu sau:

[root@testsrv /]1# vi fetc/named.conf
options

{

quUery-source port 53;
guery-source-vé port 53;

directory "/var/named"; // the default
dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named _mem_stats.txt";
notify yes;

}i

zone "." in {
type hint;
file "named.root”;

i

zone "localhost" in {
type master;
file "localhost.db";

}i

zone "0.0.127.in-addr.arpa" in {
type master;
file "0.0.127.in-addr.arpa.db";

}i
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zone "athena.edu.vn " {
type master;
file "athena.edu.vn.db”;

1;

Zone “"36.168.192.in-addr.arpa"” {
type master;
file "36.168.192.in-addr.arpa.db";

13 |

- Tao file /var/named/named.root bang cach download trén mang nhu sau:
[root@testsrv /]# cd fvar/named
[root@testsrv named]# wget http://www.internic.net/zones/named.root
--08:29:53-- nhttp://www.internic.net/zones/named. root
Resolving www.internic.net... 208.77.188.101
Connecting to www.internic.net|208.77.188.101|:80... connected.
ATTP request sent, awaiting response... 200 OK
Length: 2878 (2.8K) [text/plain]
Saving to: "named.root’

100%[========================= =] 2,878 --.-K/s in Bs

98:29:53 (38.6 MB/s) - "named.root' saved [2878/2878]
Cha y: Server phdi két noi dén internet.

- Tao file /var/named/localhost.db:
[root@Etestsrv named]# vi Svar/named/localhost.db

STTL 86400 i 1 day
@ IN S0A 1localhost root
20086213 ; serial
1080606 ; refresh (3 hours)
3600 ; retry (1 hour)
64800 i expire (1 week)
860400 ; minimum (1 day)
]
IN NS @
IN A 127.0.0.1]

- Tao file /var/named/0.0.127.in-addr.arpa.db:
[root@testsrv named]# vi /var/named/0.0.127.in-addr.arpa.db

STTL 86400 ; 1 day

@ IN S0A localhost. root.localhost. |
20080213 ; serial
10800 ; refresh (3 hours)
3600 ; retry (1 hour)
6048006 ; expire (1 week)
26400 ; minimum (1 day)
]

IN NS localhost.
1 IN PTR localhost. ||

- Tao file /var/named/athena.edu.vn.db:
[root@testsrv named]# vi /var/named/athena.edu.vn.db
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STTL 86400 ;1 day

@ IN soA dnsil.athena.edu.vn. root |
20086213 ; serial
16866 ; refresh (3 hours)
3600 ; retry (1 hour)
6E4800 ; expire (1 week)
2864086 ; minimum (1 day)
)

IN NS dns1.athena.edu.vn.
web IN A 192 .168.36.230
el IN CHAME web

- Tao file /var/named/36.168.192.in-addr.arpa.db:
[root@testsrv named]# wvi /var/named/36.168.192.in-addr.arpa.db

STTL 26400 ;1 day

] IN s0A dnsl.athena.edu.vn. root |
20086213 o serial
16366 ; refresh (3 hours)
3600 ; retry (1 hour)
6E4866 ;o expire (1 week)
26400 ; minimum {1 day)
]

IN NS dnsi1.athena.edu.vn.
230 IN FTR athena.edu.vn.

- Start named daemon:
[root@testsrv named]# service named start
Starting named: [ 0K ]

- M¢ port 53 trén fireware hay stop firewall
[root@testsrv named]# service iptables stop

Flushing firewall rules: [ OK ]
Setting chains to policy ACCEPT: filter [ OK ]
Unloading iptables modules: [ OK ]

111/ CAu hinh DNS client:

- Tu windows: Khai bdo Preferred DNS Server la IP cua DNS Server

nternet Protocol (TCP/IP) Properties
General
“'ou can get [P settings assigned automatically if your network supports

thiz capability. Othenaize, vou need to ask vour netwark. administratar for
the appropriate I[P settings.

() Obtain an IP address automatically
@ ilze the following 1P address:

1P address: 192 . 168 . 36 . 2
Subnet mask: 2RR  2RR 255 o
Default gateway: 192 . 168 . 36 . 254

() Usze the fallowing DMS server addresses:
Preferred DMS server: 192 168 . 36 230

Alternate DMS server:

L Ok i I Cancel I
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Dung Iénh nslookup dé kiém tra: nslookup www.athena.edu.vn

- Tu linux;
Sitra file resolv.conf nhu sau:

[root@testsrv named]# vi fetc/resolv.conf
search athena.edu.vn

nameserver 192.168.36.230
Dung lénh nslookup dé kiém tra: nslookup www.athena.edu.vn

Dung Iénh ping dé kiém tra: ping www.athena.edu.vn

IV/ Mét sb cong cu kiém tra DNS:
- dig (domain information groper): dig @192.168.36.230 www.athena.edu.vh ANY

- nslookup: nslookup www.athena.edu.vn

- host: host —a www.athena.edu.vn 192.168.36.230
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Bai Lab 4: Web Server
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I/ Cai dat Apache:

Apache 13 mot phan mém Web Server c6 nhiéu tinh ning nhu sau:

Hb tro ddy du nhitng giao thie HTTP trudc day nhu HTTP/1.1.

C6 thé cau hinh va mo rong voi nhitng module ctia cong ty thi ba.

Cung cip source code diy du véi license khong han ché.

Chay duoc trén nhiéu HPH nhu Win 9x, Netware 5.x, 0S/2, Unix, Linux

- Kiém tra Apache da duogc cai dat hay chua:
[root@testsrv f1# rpm -ga | grep httpd

- Cai dat (néu chua dugc cai dat):
[root@testsrv /]# rpm -ivh httpd-2.2.3-11.e15 1.centos.3.1386.rpm
Preparing... AR [100%]
1:httpd R [100% ]

- Kiém tra Apache da duogc cai dat trén hé théng:
[root@testsrv f]# rpm -gqa | grep httpd
httpd-2.2.3-11.e1l5 l.centos.3

11/ CAu hinh Apache Web Server:

file dung d¢ cAu hinh apache web server la /etc/httpd/conf/httpd.conf
- Tao thu muc goc cho web site:
[root@testsrv html]# mkdir /Svar/www/html/myweb

- Tao mét trang html nhu sau:

Fruat@tﬁﬁfﬁrv html1# vi Svar/www/html/myweb/index.html
= mL=

<head=<title=Test Page</title==/head=
<body=
=p=Trung Tam Athena Xin Chao Cac Ban !!! </p=
</body=
=/htm1=]]

- Sira file cAu hinh httpd.conf nhy sau:
[root@testsrv /]# vi Jetc/httpd/conf/httpd.conf
ServerRoot “/etc/httpd” # Vi tri cai dat Apache
Timeout 120 # Thoi gian séng ciia mot két ndi (gidy)
KeepAlive  On # Cho phep client gui nhiéu y/c dén server qua 1 két ndi
MaxkeepAliveRequests 100 # S6 request toi da trén mot két ndi
KeepAliveTimeout 15 # Thoi gian timeout ciia mdt request (giay)
Listen 80 # Lang nghe trén port 80
User apache # User va Group dé chay httpd
Group apache
ServerAdmin root@Ilocalhost # Email cua nguoi quan tri
ServerName www.athena.edu.vn:80 # Khai bao dia chi URL
DocumentRoot “/var/www/html” # Thu muc gbc cua web server
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=Directory "/var/www/html/myweb"=
Options Indexes FollowSymLinks
Order deny,allow
Deny from all
Allow from 192.168.36.0/255.255.255.0

=/Directory=
Directorylndex index.html # Tap tin mac dinh khi chay website

ErrorLog logs/error_log # Luu cac Error log (/etc/httpd/logs/error _log)
CustomLog log/access_log # Luu cac access log (/etc/httpd/logs/error_log)

- Start httpd daemon:
[root@testsrv conf]# service httpd start

Starting httpd: _ [ OK ]

111/ Truy cip web server:

5

("Test Page - Windows [nternet Explorer E
0

v @] httpe/i192, 163,36, 230/myweb] B4 || X

.\---/. .\----’.

File Edit ‘iew Favorites Tools  Help

Wodr | @ Test Page ] \ - B o= v hPage - (0 Tooks -

Trung Tam Athena Xin Chao Cac Ban !!!

(¢ & mntermet 00 -

1V/ Chirng thwe truy cip: (Base Authentication)
1/ Tao tap tin passwords:

- Tao 2 user truy cap nhu sau:
[root@testsrv /]# useradd userl

[root@testsrv /]# useradd userz

- Tao tap tin passwords cho 2 user vira tao nhu sau:
[root@testsrv /]# useradd user2
[root@testsrv /]# htpasswd -c fetc/httpd/conf/passwords userl
New password:
Re-type new password:
Adding password for user userl

[root@testsrv /]# htpasswd /fetc/httpd/conf/passwords user2
MNew password:

Re-type new password:

Adding password Tor user userz
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Luew y: TOy chon —C Sé tao mét tdp tin passwords méi. Néu tdp tin nay da ton tai thi nd sé
X04 ngi dung cii va ghi vao ngi dung méi. Khi tao thém mét password cho nguoi dung khac
thi ta khéng dung tuy chon —c.

- Kiém tra tap tin passwords vira tao:
[root@testsrv /f]# cat fetc/httpd/conf/passwords

userl:QYF5gDRToB8LNU
user2:PiixHD&C.pgle

2/ Tao tap tin groups nhu sau:
[root@testsrv /]# vi fetc/httpd/conf/groups
web userl userz

3/ Stra file cAu hinh cta apache nhu sau:
[root@testsrv /]1# vi fetc/httpd/conf/httpd.conf

=Directory "/var/www/html/myweb"=
Options Indexes FollowSymLinks
Order deny,allow
Deny from all
Allow from 192.168.36.8/255.255.255.0

AuthType Basic

AuthName "Temporary"

AuthUserFile fetc/httpd/conf/passwords
AuthGroupFile fetc/httpd/conft/groups
Require group webl

</Directory=

4/ Restart httpd daemon:
[root@testsrv /]# service httpd restart
Stopping httpd: [ OK 1]
Starting httpd: [ OK 1]

5/ Kiém tra truy cip:
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diew  Favorites

] N = - — 1 - »
w &_J Connecting. .. I l @ * B o= v b Page » {F Tools -

Connect to 192.168.36.230

'ﬁm N

o

The server 192.168.36.230 at Temporary requires a
username and password,

Warning: This server is requesting that wour username and
password be sent in an insecure manner (basic authentication
without a secure connection).

User name: ﬂ userl |v%
Password: | ssssnsf

[ remember my passward

I QK l ’ Cancel

Waiting For http:/f192.168.36.2300m: | EEEE & Internet Fol00% v

Nhap vao User name, Password => Chon OK

> Test Page™-Windows InternetExplorer sl W
EAM ‘ﬁlhttp:,l',l'192.168.36.230,l'myweb||' M 4 x ‘LiveSeamh ‘ o

File Edt ‘Yiew Favorites Tools  Help

ﬁ—'ﬁ[@hst Page I_I @ T Eéa v |:5f Page - g'} Tadls - v

Trung Tam Athena Xin Chao Cac Ban !!!

[ & mnternet ® 00 -

V/ VirtualHost:

|4 tinh nang cho phép ta tao nhiéu hon mot website trén server.

Céc céch tao virtual host 1a: IP-based virtual host (mdt IP cho mot website yéu cau phai c6 nhiéu
IP) va Named-based virtual host (mot IP cho nhiéu tén khac nhau yéu cau phai co DNS server).

O day s& hudng dan cic ban tao virtualhost bang cach IP-based virtual host.

- Kiém tra host trén card mang eth0
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(7= Kpache HT TP Server Test Page powered by Cent0S - Windows Internet Explorer |
@;}J v ] http:/}192.165.36.230] L"_]% % | [Live search |.p B

File Edit “iew Favorites  Tools  Help

— — = »
w |@Apache HTTP Server Test Page powered by...l l -8 = - |k Page v () Todls ~

Apache 2 Test Page

powered by Ce ntOS

This page is used to test the proper operation of the Apache HTTP server
after it has been installed. If you can read this page it means that the
Apache HTTP server installed at this site is working properly.

| vl ¢
Done E e Inkernst '@‘ 100% - E §
o i
- Tao mot IP khac trén card mang ethO e /

[root@testsrv www]# ifconfig eth®:0 192.168.36.233 netmask 255.255.255.0 up §’%:;§'%

- Stra file httpd.conf nhu sau:

<WirtualHost 192.168.36.233:80=
ServerAdmin root@localhost
DocumentRoot /var/www/html/myweb
ServerName athena.edu.vn
ErrorLog logs/dummy-host.example.com-error_log
CustomLog logs/dummy-host.example.com-access log common

</VirtualHost>ll
& - B
- Restart httpd daemon: e o

[root@testsrv /]# service httpd restart

Stopping httpd: [ OK ]

Starting httpd: _ [ 0K ]
- Kiém tra: < )

. = .

. = a

~ Test Page - Windows Internet Explorer

P

S AT M ‘E, http: /192, 168.36, 230 myweb/ M X ‘Live Search ‘ R~

File Edt ‘Yiew Favorites Tools  Help

*—&[@Test Page I_I @ T Eéa v |:5f Page - g'} Tadls - v

Trung Tam Athena Xin Chao Cac Ban !!!

[ & mnternet ® 00 -
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V1/ Cai dat php:
- Kiém tra php da duogc cai dat hay chua:
[root@testsrv f]# rpm -ga | grep php

- Cai dat (néu chua dugc cai dat):
[root@testsrv /]# rpm -ivh php-5.1.6-15.e15.1386.rpm
Preparing... R [100%)
1:php R [100%)

- Kiém tra php d4 duoc cai dit trén hé thong:
[root@testsrv /]# rpm -ga | grep php
php-cli-5.1.6-15.el5
php-common-5.1.6-15.el5
php-5.1.6-15.e15

VI1I/ Céu hinh Apache hd tro php:
- Stra file httpd.conf nhu sau:
[root@testsrv /]# vi Jetc/httpd/conf/httpd.conf
DirectoryIndex index.html index.phpl index.html.var
LoadModule php> module modules/Llibphp5.so
- Tao trang web php nhu sau:
[root@testsrv f]# vi fvar/www/html/index.php
<7php

phpinfof();

=
- Restart httpd daemon:
[root@testsrv /]# service httpd restart

Stopping httpd: [ 0K ]
Starting httpd: [ Ok ]
=R
- Kiém tra
@. v | http:}192.168.36.230 index. php el (][ Felig
File Edit Wiew Favorites Tools  Help
i @ | @phpinfo0) [ & - B - &= - [&kpace ¢ Tools ~
Tl
PHP Version 5.1.6 r
System Linux testsrv.nhatnghe com 2 6 18-8 &l5 #1 SMP Thu Mar 15 19:57:35 EDT 2007 i686
Build Date Sep 20 2007 10:19:33
Configure “Jconfigure” ‘—build=i586-redhat-linux-gnu’ ‘—host=ig86-redhat-linux-gnu’ —-target=i386-
Command redhat-linux-gnu’ —program-prefix=""—prefix=/usr ‘—exec-prefix=/usr --bindir=/usr/bin’ -
shindir=/usr/sbin’ —sysconfdir=/etc’ --datadir=/usr'share —includedir=/usrinclude -
libdir=fusnlib’ —libexscdir=iusrlibexec’ —localstatedir=ivar —sharedstatedir=/usr/com’ '—
mandir=/usr/share/man’ —infodir=/usr/share/info’ --cache-file=_/config.cache —with-
libdir=lib’ “—-with-config-file-path=/etc’ —with-config-file-scan-dir=/etc/php d' "--disable-debug’
—with-pic’ —disable-rpath’ —-without-pear —with-bz2' —with-curl’ --with-exec-dir=/usr/bin' '—
with-freetype-dir=/usr —with-png-dir=/lusr —enahble-gd-native-tif —without-gdbm’ —-with-
gettext’ —with-gmp' —with-iconv —with-jpeg-dir=fusr —with-openssl —with-png’ —-with- H
pspell’ —with-expat-dir=/usr —with-pere-reqex=/usr —with-zlib' —with-lavout=GNU" —enable- ||~
£ I >
B @ Internet H100% -
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Bai Lab 4 (tt): Apache + DNS
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I/ Cai dat Apache:
[root@testsrv /]# rpm -ivh httpd-2.2.3-11.el5 1.centos.3.1386.rpm
Preparing... RN [100%]
1:httpd FHHHHEEH RN [100%]

11/ Ciu hinh web server cho domain webtest.com:
- Tao thu muc web nhu sau:
[root@testsrv /]# mkdir Svar/www/html/webtest

- Tao moét trang index.html nhu sau:
[root@testsrv /1# vi Svar/www/html/webtest/index.html

=html=
=head>=title>Test Page</title=</head=>
<body=
=p=Trung Tam Athena Xin Chao Cac Ban !!! </p>
<p=Bali Lap: Cai dat Apache wva DN5=</p=
=/body=>
{fhtmlbl

- Stra file c4u hinh httpd.conf nhu sau:
[root@testsrv /]# vi Jetc/httpd/conf/httpd.conf

<VirtualHost 192.168.36.230:380=
ServerfAdmi st
ocumentRoot JSvar/www/hitml/webtes

rName www.webtest.com

ErrorLog logs/dummy-host.example.com-error_log
CustomLog logs/dummy-host.example.com-access log common

anirtualHagt:I

- Start httpd daemon:
[root@testsrv /]# service httpd start

starting httpd: [ OK 1]

111/ Cai dat DNS:
[root@testsrv /]# rpm -ivh bind-1ibs-9.3.3-10.e15.1386.rpm

Preparing... B R S R R R R [100%)
1:bind-1libs B R B R R R R R [100%)

[root@testsrv /]# rpm -ivh bind-9.3.3-10.e15.1386.rpm

Preparing... R R R R R R [100%)
1:bind FH B R R R R R R R R [100%)

[root@testsrv /]# rpm -ivh bind-utils-9.3.3-10.e15.1i386.rpm

Preparing... R R [100%)
1:bind-utils R R R [100% )

111/ Khai bao doamin webtest.com:
- Tao file /etc/named.conf nhu sau:
[root@testsrv /]1# vi fetc/named.conf
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options

{
guery-source port 53;
guery-source-v6 port 53;
directory "/wvar/named”; // the default
dump-Tile "/var/named/data/cache_dump.db”;
statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named_mem_stats.txt";
notify yes;

}

zone "." in {
type hint;
file "named.root”;

}i

zone "webtest.com" {
type master;
file "webtest.com.db";

1

zone "36.168.192.in-addr.arpa” {
type master;
file "36.168.192.in-addr.arpa.db";

i |

- Tao file /var/named/named.root bang cach download trén mang nhu sau:
[root@testsrv /]# cd fvar/named
[root@testsrv named]# wget http://www.internic.net/zones/named.root
--08:29:53-- http://www.internic.net/zones/named.root
Resolving www.internic.net... 208.77.188.101
Connecting to www.internic.net|208.77.188.101|:80... connected.
ATTP request sent, awaiting response... 200 0K
Length: 2878 (2.BK) [text/plain]
Saving to: “named.root’

108%[ 5] 2,878 --.-K/s in Bs

98:29:53 (38.6 MB/s) - “named.root' saved [2878/2878]
Cha y: Server phdi két noi dén internet.

- Tao file /var/named/webtest.com.db:
[root@testsrv f]# wi fvar/named/webtest.com.db

STTL 86400 ;1 day

@ IN soA dnsl.athena.edu.vn. root |
20086213 ; serial
16866 ; refresh (3 hours)
3600 ; retry (1 hour)
6E4800 ; expire (1 week)
2864086 ; minimum (1 day)
)

IN NS dns1.athena.edu.vn.
web IN A 192 .168.36.230
el IN CHAME web

- Tao file /var/named/36.168.192.in-addr.arpa.db:
[root@testsrv named]# wi /var/named/36.168.192.in-addr.arpa.db
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STTL 26400 ;1 day

] IN s0A dnsl.athena.edu.vn. root |
20086213 o serial
16366 ; refresh (3 hours)
3600 ; retry (1 hour)
6E4866 ;o expire (1 week)
26400 ; minimum {1 day)
]

IN NS dnsi1.athena.edu.vn.
230 IN FTR athena.edu.vn.

- Start named daemon:
[root@testsrv named]# service named start

Starting named: [ 0K ]
- Stop firewall

[root@testsrv named]# service iptables stop

Flushing firewall rules: [ OK ]

Setting chains to policy ACCEPT: filter [ OK ]

Unloading iptables modules: [ OK ]

IV/ Kiém tra: )
- Khai bao trén may client chi dén DNS server la: 192.168.36.230
- Kiém tra ping:

et C:AWINDOWS\system32\cmd. exe

IC=“2>ping wuww.wehtest.com
FPinging web.webtest.com [192.168.36.238] with 32 bhytes of

192 _168.36.238: bhytes=32 time<ims TIL=64
Reply from 192.168.36.238: bytes=32 time<ims TTL=64
Reply from 172.168.36.2308: hytes=32 time<ims TTL=64
Reply from 192.168.36.238: bytes=32 time<imsz TTL=64

Ping statistics for 192.168.36.2308:

Packets: Sent = 4, Received = 4. Lost = 8 (8% loss).
Npproximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bmsz,. Average = Bms

- Kiém tra truy cp:
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{~Test Page - Windows Internet Explorer

& | http: v webtest. ¥ || 42| X B

w - -/. .\- % v

File Edit ‘iew Favorites Tools  Help

v o & Test Page l_l - B Eéél * :iFPage -

>

Trung Tam Athena Xin Chao Cac Ban !!!

Bai Lap: Cai dat Apache va DINS

Dane L € nternet F 100% -
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Bai Lab 5: Squid server
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I/ Cai dat Squid: , ‘
Squid 1a mot chuong trinh Internet proxy-caching co vai tro tiép nhan cac yéu cau tir cac clients va

chuyén cho Internet server thich hop. Pdng thoi, né ciing luu lai trén dia nhitng dir liéu dwoc tra vé tir
Internet server goi 1a caching.
Nhitng giao thirc ho tr trén Squid: HTTP, FTP, SSL, ...

- Kiém tra Squid d4 dugc cai dat hay chua:
[root@testsrv /]# rpm -ga | grep squid

- Cai dat (néu chua dugc cai dat):
[root@testsrv /]# rpm -ivh squid-2.6.5TABLEG-5.e15 1.2.1386.rpm
Preparing... FEHHEHHEEE N [100%]
1:squid FEHHEHHEEE N [100%]

- Kiém tra Squid d& duogc cai dat trén hé théng:
[root@testsrv /1# rpm -ga | grep squid
sguid-2.6.5TABLEG-5.e15 1.2

11/ Céu hinh web server dé test:
- Cai dat apache
- Tao thu muc gdc cho web site:
[root@testsrv html]# mkdir /Svar/www/html/myweb

- Tao mét trang html nhu sau:
Fruat@t%%t%rv html1# vi SvarSweww/html/myweb/index.html
= mL>=

<head=<title>Test Page</title=</head=
<body=
=p=Trung Tam Athena Xin Chao Cac Ban !!! </p=
=/body=
dfhtmlbl

- Stra file cau hinh httpd.conf nhu sau:
[root@testsrv /]# vi Jetc/httpd/conf/httpd.conf
=Directory "/var/www/html/myweb"=
Options Indexes FollowSymLinks
Order deny,allow
Deny from all
Allow Trom 192.168.36.08/255.255.255.0

<fDirectory=

- Start httpd daemon:
[root@testsrv conf]# service httpd start

Starting httpd: _ [ OK ]
- Stop iptables:

[root@mail /]# service iptables stop

Flushing firewall rules: [ OK ]

Setting chains to policy ACCEPT: filter [ OK 1]

Unloading iptableg modules: [ OK ]
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- Kiém tra truy cp:
F

{="Test Page - Windows Internet Explorer :EE
£ http:f192.168.36,230/myweby || 2] X D~
File Edt ‘Yiew Favorites Tools  Help
_ P ! »
Wow | B Test Page o v B v rPage v G Tooks ~
Trung Tam Athena Xin Chao Cac Ban !!!
§ & Iternet B 100% -

111/ Céu hinh Squid:
1/ Théng tin cAu hinh chung: Thay d6i mot sé options sau:
[root@testsrv /1# vi fetc/sguid/sguid.conf )
http_port 8080 #cong http ma squid lang nghe
cache_mem 10 MB #cho phép cache 10MB
cache_dir ufs  /var/spool/squid 100 16 255 #thu muc hru trir cache

Store type: ufs,
aufs,diskd

size thw |Sb thu muc [Sé thu muc
muc(MB) | con cép 1

access_log  /var/log/squid/access.log # luu active requests cua clients

2/ Access Control: thém vao cubi cling cua tag acl trong file squid.conf
a/ Cau hinh cho cho phép truy cap mang noi b tir thir 2 dén thir 6 tir 8h dén 17h.
- Stra file cAu hinh
[root@testsrv f1# vi fetc/squid/sguid.conf

acl my_network STC 192.168.36.0/24

acl allow_hours time  MTWHF 8:00-17:00 #thu bay:A  chu nhat:5
http access allow my network allow hours
http access deny all

- Restart squid daemon:
[root@testsrv /]# service squid restart
Stopping squid: . [ OK
Starting squid: . [ OK 1]
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- Khai bao proxy trén clients:
L'ﬁi':'l" Area Network (LAN) Settings X |

Automatic configuration

Automatic configuration may averride manual settings, To ensure the
use of manual settings, disable automatic configuration,

[Cliaukomatically detect settings:

|:| Use aukomatic configuration scripk

Proxy server

Use a proxy server For vour LAM (These settings will not apply to
dial-up ar YPM conneckions),

Address: | 192.168,36.230 | Pork: | 5030

[]Bvpass proxy server For local addresses

I Ok I[ Cancel I

- Kiém tra truy cp:
F

(= Test Page - Windows Internet Explorer

£ | http: {192,168, 36, 230]myweb/ | || X

.\--/. .\---/.

File Edt ‘Yiew Favorites Tools  Help

W [@TestPage l l - B - [ - s -

*»

Trung Tam Athena Xin Chao Cac Ban !!!

EE a [nkernet

&0y -

- Thay di gid trén proxy server:
[root@Etestsrv f]# date -s 85:00
Thu Feb 28 05:00:00 ICT 2008

- Kiém tra ngdy gio trén hé thong:

[root@testsrv f]# date
Thu Feb 28 05:00:01 ICT 2008

- Kiém tra truy cp:
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£ http:/f192.168.36.230/myweb (| [#2]| = i i e

File Edt Yiew Favorites Tools Help

o fie B = - ) e 22
w o | EERRCOR; The requested URL could nat be retrieved | | !:;‘i * B oy ~ |iok Page v iCF Tools -
= | |

ERROR

The requested URL could not be retrieved

While trying to retrieve the URL: http://192.168.36.230/myweb

The following error was encountered:

« Access Denied.

[# @ Internet w00 -

b/ Cho phép truy cap/cAm truy cap dén mot sb websites.
- Tao file chira danh sach céc sites dugc phép truy cap:
[root@testsrv /]# vi fetc/squid/allow sites
www . yahoo . com
www . nhatnghe. com

- Tao file chtra danh sach céc sites cam truy cap;
[root@testsrv f]# vi fetc/squid/deny sites

WiWw . wnexpress.net
Wiw . tTuoitre. com
- Stra file cau hinh:

[root@testsrv A1# vi Jetc/squid/squid.conf

acl my_network src 192.168.36.0/24

acl allow_hours time MTWHF 8:00-17:00 #thu bay:A  chu nhat:5
acl good sites dstdomain "/etc/squid/allow _sites”

acl bad sites dstdomain "/etc/squid/deny sites"”

http_access deny bad_sites

http access allow my network allow hours good sites

http access deny all

- Thuc hién kiém tra truy cap:
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@.\»- g & | htkpef e, vnexpress. net/ |V! 41| %

File Edit Wew Favorites Tools  Help

L T — »
W |@ERROR: The requested URL could not be retrieved I | f-} - B g v |ikPage - (F Tooks -

ERROR

The requested URL could not be retrieved

While trying to retrieve the URL: http://www.vnexpress.net/

The following error was encountered:

« Access Denied.

Done EE @Internet F 100% v

"= Yahoo! - Windows Internet Explorer

@@ - W htkpe: f v, v shoo, comy |V! 21 [ % | |Live Search . B
Eile. Edit Wiew Favorites  Tools  Help

w |Y!\"ahoo! [_-| - B e v |k Page - () Tooks - #

b b J = = =T VIR L SRR IA]

m | Wek

m My Yahoo 1 Wietnam

| Featured | Entertai t Sport Wid .
s eatured | Entertainment | 20003 L 1380 Check your miail stz
Shark attacks on the rise =
. i 1 mail
While the shark population is

decreasing, more people are getting
hitten. > Find out why @ Weather
@, Find how to avoid shark attacks oo
3 | * Treating marine-life stings s |

@ Tnternet F 100%

Kiem tra click vio Mail c¢6 dugc khong ? tai sao ?
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¢/ Cho phép truy cap/cam truy cap dén mot sé Domains.
- Tao file chira danh sach cac domains dugc phép truy cép:

[root@testsrv /]# wvi fetc/squid/allow domains
yahoo.com

damtri. com. v

- Tao file chira danh sach cac domains cam truy cap:
[root@testsrv /]# wvi fetc/squid/deny domains
vnexpress.net
tuoitre. com

- Stra file cAu hinh:
[root@testsrv A1# vi fetc/squid/squid.conf

acl my_network src 192.168.36.0/24

acl allow hours time MTWHF 8:008-17:00 #thu bay:A  chu nhat:5s
acl good_domains url_regex -1i "/etc/squid/allow_domains”

acl bad domains url regex -i "/etc/squid/deny domains”

http_access deny bad_domains

http access allow my network allow hours good domains
http_access deny all

- Restart squid daemon:
- Thuc hién kiém tra truy ¢ap: mail.yahoo.com

d/ Dung NCSA kiém dinh password.

- Tao user test:
[root@testsrv /f]# useradd test

- Tao file squid passwd bang cong cu htpasswd nhu sau:
[root@testsrv /]1# htpasswd -c fetc/squid/squid_passwd test
Mew password:
Re-type new password:
Adding password for user test

- Stra file cau hinh:
[root@testsrv F1# vi fetc/squid/squid.conf

auth_param basic program /usr/lib/squid/ncsa auth /fetc/squid/squid passwd

acl my network src 192.168.36.0/24

acl ncsa_users proxy_auth REQUIRED
http_access allow my network ncsa users
http access deny all

- Restart squid daemon:

- Kiém tra truy cap: trang www.dantri.com.vn
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Nhap vao Username, password => chon OK

e/ Gidi han ndi dung cac file download.
- Tao file chira cac phan mé rong cac files cn gi¢i han download
[root@testsrv /]# vi fetc/squid/lock files.acl
“.gif
“.jpeg
- Stra file cAu hinh:
[root@testsrv f1# vi fetc/sguid/squid.conf

acl my network src 192.168.36.0/24

acl lock files urlpath_regex "/etc/squid/lock files.acl”
http_access deny lock_files

http_access allow my network

http_access deny all

- Restart squid daemon:

- Kiém tra truy cp:

/= VnExpress - Vietnam News Daily - Windows Internet Explorer

(S 13 htkp: f v, vnexpress. net/Vietnam/Home/ !V| 12| |Live Sean P

Fil= Edit View Favorites Tools Help

7 fa— = 5 »
w ﬁﬁ |VnExpress-Vietnam Mews Daily | | ﬁ‘ﬁ L r_:l = < ¢ Page - ik Tools =

s X

Cé&p nhét lién tuc trong Thindm, 28/2/2008, 12:06
ngay GMT+7
= 'Hoat chat tudi
rau la chat doc

loai 3'

Tién s7Bli 57 Doanh. Cuc
phd Béo vé thuc vat
khang dinh nhuw vay khi dé
cap dén hoat chét thudc
tang trwdng ma nhidu
ngudi s dung twdi rau. Tuy nhién, dng khang cdng
nhan két qua khao nghiém ma tién si Nguyén Van
Khai vira céng bé. _
>Mot loat thi nghiém cho thay rau lén vot nhe
'than dwec'/ Anh rau lén nhé thudc kich thich |
T | 2]
[§ & mternet H100% v

f/ Mot sb thiét 1ap khac:
- Gidi han truy cap theo IP
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acl my network src 192.168.36.0/24
acl deny_host dst 192.168.36.230
http access deny deny host
http access allow my network
http access deny all

- Gioi han truy cp theo cong
acl my network sSrc 192.168.36.0/24
acl deny port port 20 looo
#http access deny deny port
http access allow my network
http access deny all
- Gidi han truy cap theo giao thurc
acl my network Src 192.168.36.06/24
acl deny_ protocols proto FTP HTTP
http access deny deny protocols
http access allow my network
http access deny all
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Bai Lab 6: Mail Server
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I/ Cau hinh Hostname:
- Sura file /etc/hosts:

[rootEtestsrv /]# wi fetc/hosts
127.0.0.1 mail .athena.edu.vn
192 . 168.36.230 mail.athena.edu.wvn

- Stra file /etc/sysconfig/network

[root@testsrv /f]# vi fetc/sysconfig/network
NETWORKING=yes

HETWORKING_IPVG6=YES
HOSTHAME mail.athena.edu.vn

- Restart hé thong: init 6
- Kiém tra hostname:

[root@mail /]# uname -n
mail .athena.edu.vn

11/ Chu hinh DNS:

1/ Cai dat DNS:

[root@testsrv /]# rpm -ivh bind-1ibs-9.3.3-10.e15.1386.rpm

Preparing... B A S R [ 100% ]
l:bind-1ibs B A S A s [ 100% ]

[root@testsrv /]# rpm -ivh bind-9.3.3-10.e15.1386.rpm

Preparing... B A A A s [ 100%]
l:bind B R i R R S A s [ 100%]

[root@testsrv /]# rpm -ivh bind-utils-9.3.3-10.e15.1i386.rpm

Preparing... B R R R R R R [ 100% ]
l:bind-utils R R RN [100%]

2/ Céu hinh DNS:
- Tao file /etc/named.conf nhir sau:
[root@testsrv /]1# vi fetc/named.conf
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options

{
guery-source port 53;
query-source-vbe port 53;
directory "Svar/named"; // the default
dump-file "fvar/named/data/cache_dump.db"”;
statistics-Tile "Svar/named/data/named_stats.txt";
memstatistics-fTile "fvar/named/data/named_mem_stats.txt";
notify yes;

i

zone "." 1in {
type hint;
file "named.root";

i

zone "athena.edunvn " {
type master;
file "sthenaeduvndb”;

1F

zone "36.168.192.in-addr.arpa" {
type master;
file "36.168.192.in-addr.arpa.db";

iy |

- Tao file /var/named/named.root bang cach download trén mang nhu sau:
[root@testsrv /]# cd Svar/named

[root@testsrv named]# wget http://www.internic.net/zones/named.root
--08:29:53-- http://www.internic.net/zones/named.root

Resolving www.internic.net... 208.77.188.101

Connecting to www.internic.net|208.77.188.101|:80... connected.
ATTP request sent, awaiting response... 200 0K

Length: 2878 (2.8K) [text/plain]

5aving to: "named.root’

100% [=================== s===== ======>] 2,878 --.-K/s  in s
98:29:53 (38.6 MB/s) - "named.root' saved [2878/2878]
Cha.y: Server phdi két noi dén internet.
- Tao file /var/named/athena.edu.vn.db:
[root@testsrv named]# vi /var/named/athena.edu.vn.db
STTL &ed00 : 1 day
@ IN soA dnsl.athena.edu.vn. root (
20080213 ;o serial
168080 ; refresh (3 hours)
3600 ; retry (1 hour)
684800 i expire (1 week)
86400 ; minimum {1 day)
)
IN NS dns1.athena.edu.vn.
mail IN A 192.168.36.230
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- Tao file /var/named/36.168.192.in-addr.arpa.db:
[root@testsrv named]# wvi /var/named/36.168.192.in-addr.arpa.db

STTL 86400 ;1 day

@ IN s0A dnsil.athena.edu.vn. root |
20080213 ; serial
10866 ; refresh (3 hours)
3600 ; retry (1 hour)
aA4300 ; expire (1 week)
86400 ; minimum (1 day)
)

IN NS dns1.athena.edu.vn.
238 IN PTR mail.athena. edu. v

- Start named daemon:
[root@testsrv named]# service named start

Starting named: [ OK ]
- Stop firewall

[root@testsrv named]# service iptables stop

Flushing firewall rules: [ OK ]

Setting chains to policy ACCEPT: filter [ 0K ]

Unloading iptables modules: [ 0K ]

[11/ Céu hinh Mail Server:

1/ Céu hinh Postfix:
- C6 thé cai dat postfix bang Add/Remove Progarm; bang gbi source, hodc bang rpm.
- Sira file cAu hinh /etc/postfix/main.cf, chi y nhitng phan sau:

# Nhitng option cdu hinh chung:
queue_directory = /var/spool/postfix
command_directory = /usr/sbin
daemon:directory = /usr/libexec/postfix
data_directory = /var/lib/postfix
mail_owner = postfix
mydomain = nhatnghe.com
myhostname = mail.nhatnghe.com

# Server sé goi mail ra ngodi bang domain nio.
myorigin = $mydomain

#Server sé ling nghe trén dia chi nao dé nhdn mail ve.
inet_interfaces = all
mydestination = $mydomain

- V61 nhitng cAu hinh co ban nay, ta da cé thé start dich vu postfix, chkconfig dé dich vu postfix co
the start moi khi khoi dong:

[rootidtest rootl# postfix start

postfixdpostfix—script) starting the Postfix mail system
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- DUNg l¢nh useradd dé thém hai user testl, test2 vao h¢ théng.
- Kiém tra viéc g&i nhan qua postfix v4i 2 account nay. Luc nay, postfix dang nhan account 1a
account cua hé thong, mail dugc Iuu trir trong /var/spool/mail

Dung céc lénh sau:
ehlo mail.athena.edu.vn
mail from: testl@athena.edu.vn
rcpt to: test2@athena.edu.vn
data
<nhap ndi dung thu>
<két thuc bang dau “.” Va Enter >

- Kiém tra mail trong /var/spool/mail/test2: less / var/spool/mail/test2

2/ Kiém soat cac policy ciia Postfix:

- Postfix hd tro nhiéu policy dé kiém soat qua trinh g&i nhan mail ¥t linh hoat.

| Restriction list name | Status [Effect of REJECT or DEFER result
Ismtpd client restrictions |Clptin:|nal |Rejec:t all client cotrtnatds

!smtpd helo restrictions |Clpti|:|nal |Rejen:t HFLO/EHLO information
!smtpd sender restrictions |Clpti|:|nal |Rejen:t MIAIL FEOM information
!smtpd recipient restrictions |Requjrad |Rejen:t RECPT TO information

Ismtpd data restrictions |Dpt.i|:|nal |Rejen:t DATA cornrnand

Ismtpd end of data restrictions |Dpti|:unal |Reject END-0OF-DATA cormmand
Ismtpd etrn restrictions |Dptiu:unal |Rejeu:t ETEM comtnand

- C6 thé tim kiém thong tin chi tiét vé cac policy ndy & www.postfix.org. Trong pham vi ciia bai lab,
chi néu mat so. policy thong dung.

- Péanh gia dia chi sender, dé quyét dinh c6 chap nhan mail hay khong:
smtpd_sender_restrictions c6 thé nhan cac gi4 tri sau:
check_sender_access
reject_authenticated_sender_login_mismatch
reject_non_fqdn_sender
reject_rhsbl_sender rbl_domain=d.d.d.d
reject_unauthenticated_sender_login_mismatch
reject_unverified_sender
Vd: smtpd_sender_restrictions = reject_unknown_sender_domain
smtpd_sender_restrictions = reject_unknown_sender_domain,

- Panh gia dia chi rept, dé quyét dinh chuyén mail:
smtpd_recipient_restrictions cd thé nhan cac gia tri sau:
check_recipient_access
check_recipient_mx_access
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permit_auth_destination
reject_non_fqdn_recipient
reject_unauth_destination
reject_rhsbl_recipient rbl_domain=d.d.d.d
Vd: smtpd_recipient_restrictions = permit_mynetworks, reject_unauth_destination
- Kiém soat kich thuéc mailbox:
mailbox_size_limit
message_size _limit

- Kiém soat s6 rept nhan mail dong thoi:
smtpd_recipient_limit

- Kiém soat sb két nbi ddng thoi, s6 lwong két ndi dong thoi:
smtpd_client_connection_count_limit (default: 50)
smtpd_client_connection_rate_limit (default: no limit)
smtpd_client_message_rate_limit (default: no limit)
smtpd_client_recipient_rate_limit (default: no limit)
smtpd_client_new_tls_session_rate_limit (default: no limit)
smtpd_client_event_limit_exceptions (default: $mynetworks)

3/ Cai dat Cyrus-imapd:
- Cyrus-imapd la phan mém dung dé luwtrit mail. Mic-dinhy MTA sé& luu mail thanh mot file text
cho tung user ¢ thu muc /var/spool/mail.
- V61 su hién thuc cua phén mém Cyrus-imapd, mail s& duoc luu trit thanh cAu tric phan cép cay
thu muc dé tién loi cho viéc quan ly, tim kiém.

- Kiém tra cyrus-imapd d duoc cai dat hay chua:
[root@mail packages]# rpm -ga | grep cyrus-imapd

- Cai dat (néu chua duoc cai dat):
[root@mail packages]# rpm -ivh cyrus-imapd-perl-2.3.7-1.1.el5.1i386.rpm

Preparing... R R R R [100%]
l:cyrus-imapd-perl R A R R R [100%]

[root@mail packages]# rpm -ivh cyrus-imapd-utils-2.3.7-1.1.e15.1386.rpm

Preparing... EERGEEHRRR R R R R, [108%]
licyrus-imapd-utils SR i i R, [100%]

[root@mail packages]# rpm -ivh db4-utils-4.3.29-9.7c6.1386.rpm

Preparing... A R [100%]
1:db4-utils SR R R [100%]

[root@mail packages]l# rpm -ivh 1lm_sensors-2.10.0-3.1.1386.rpm

Preparing... R R, [160%]
1:1m_sensors R R [100%]

[root@mail packages]# rpm -ivh cyrus-imapd-2.3.7-1.1.el5.1386.rpm

Preparing...  EEEENHHREERREE R R R [180%]
l:cyrus-imapd R R R [100%]

4/ C4u hinh cyrus-imapd:
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- Cyrus-imapd c6 hai file cdu hinh chinh: /etc/cyrus.conf va /etc/imapd.conf

- File /etc/cyrus.conf diéu khién cdu hinh:
0 HOd tro user check mail béng POP, IMAP. M& sén bao nhiéu tién trinh tir lac dau.
0 Nhan mail deliver tir MTA bang Imtp qua socket hay qua IP.

# ztandard standalone server implementation

START £
# do not delete thiz entryl
TECOVET cnd="ctl_cyrusdkh -r"

# thiz iz only necessary if using idled for IMAP IDLE

# idled cmd="iclled"
3
# UNIH =zockets start with a =slash and are put into Avardimapszocket
SERVICES £
# add or remove based on preferences
imap cnod="imapd" listen="imap" prefork=0
#imaps chc="imapd -=" listen="imapz" prefork=0
pop3 cnod="pop3d" listen="pop3" prefork=0
#pop3s cnod="pop3d -=" listen="pop3z" prefork=0
#zieve cnod="timzieved" listen="=ieve" prefork=0

# theze are only necessary if receiving/exporting usenst wia HNTP

# nntp cnod="nntpd" listen="nntp" prefork=0
# nntps cnd="nntpd -=" listen="nntpz" prefork=0
# at least one LMTP i= required for delivery
# lmtp cnod="1ntpd" listen="lmntp" prefork=0
Imtpunis cnd="1ntpd" listen="Avar/imaps/socket/1lntp" prefork=0
# thiz iz reguired if uzing notifications
# notify cnd="notifyd" listen="/Avar/imap /zocket /notify" proto="udp" prefork=1
3
EVEMTS £

# thiz iz reguired
checkpoint cnd="ctl_cyrusdbh —-c" period=30

# thiz iz only rnecessary if using duplicate delivery suppression.
# Sieve or HMTP
delprune cnod="cyr_expire -E 3" at=0d400

# thiz iz only rnecessary if caching TLS sessions
tlsprune cnod="tls_pruns" at=0d400
3

- File /etc/imapd.conf diéu khién cdu hinh:
0 Luu trlr mailbox ¢ dau.
0 IMAP server s&hd.trg domain nao.
0 Chirng thyc user nhan mail bang phuong thirc ndo: user local, hoic ding qua co so di
licu. Diéu ndy tao nén kha ning tly bién cao trong viéc quén 1y user.
# vi /etc/imapd.conf
configdirectory: /var/lib/imap
partition-default: /var/spool/imap
admins: cyrus
sievedir: fvar/lib/imap/sieve
sendmail: fusr/sbin/sendmail
hashimapspool: true
virtdomains: userid
defaultdomains : athena. edu.vn
sasl pwcheck method: saslauthd
sasl_mech_1list: PLAIN
tls_cert_file: fetc/pkifcyrus-imapd/cyrus-imapd.pem
tls_key fTile: fetc/pki/cyrus-imapd/cyrus-imapd.pem
tls_ca_Tile: fetcfpkiftlﬁfcertﬁfca—bundle.crtl
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- Dung nhirng 1énh sau dé tao cAu truc luu trir cho IMAP server:
[root@dnssrvl /]# su cyrus
bash-3.1% Afusr/lib/cyrus-imapd/mkimap
reading configure file fetc/imapd.conf...
i will configure directory /fvar/lib/imap.
i saw partition /var/spool/imap.
done
configuring /wvar/lib/imap...
creating /var/spool/imap...
done

- Xem lai céu trac sau khi d4 tao:

[root@dnssrvl /1# 1s -1h /var/spool/imap/

total 32K

drws------ 3 cyrus mail 4.0K Mar 3 14:43 domain
drwxr-x--- 2 cyrus mail 4.0K Mar 3 14:48 stage.
drwxr-x--- 2 cyrus mail 4.0K Mar 3 14:48 sync.

drwx------ 3 cyrus mail 4.0K Mar 3 14:43 t
[root@dnssrvl /]# 1s -1h /fvar/Llib/imap/

total 160K

-rwxr-x--- 1 cyrus mail 144 Mar 3 15:16 annotations.db
drwxr-x--- 2 cyrus mail 4.0K Mar 3 14:42 backup
drwxr-x--- 2 cyrus mail 4.0K Mar 3 15:16 db
drwx------ 2 cyrus mail 4.0K Mar 3 15:16 db.backupl
drwx------ 2 cyrus mail 4.8K Mar 3 15:10 db.backup2
-MW------- 1 cyrus mail 8.0K Mar 3 15:16 deliver.db
drwxr-x--- 2 cyrus mail 4.0K Mar 14 208087 log
-rwxr-x--- 1 cyrus mail 1.9K Mar 3 15:16 mailboxes.db
drwxr-x--- 2 cyrus mail 4.0K Mar 14 208087 md5
drwxr-x--- 2 cyrus mail 4.0K Mar 14 2887 msg
drwxr-x--- 2 cyrus mail 4.0K Mar 3 15:17 proc
drwxr-x--- 2 cyrus mail 4.0K Mar 14 2807 ptclient
drwxr-x--- 2 cyrus mail 4.0K Mar 14 2807 guota
drwxr-x--- 2 cyrus mail 4.0K Mar 3 15:16 rpm
drwxr-x--- 2 cyrus mail 4.0K Mar 14 2007 sieve
drwxr-x--- 2 cyrus mail 4.0K Mar 3 15:16 socket
drwxr-x--- 2 cyrus mail 4.0K Mar 14 28087 sync
sPWzss5588 1 cyrus mail 8.0K Mar 3 15:16 tls_sessions.db
drwxr-x--- 2 cyrus mail 4.0K Mar 14 2007 user

5/ Test chirng thwe véi cyrus-imapd béing saslauthd:
- Start service saslauthd dé bat dau ching thyc:
[root@dnssrvl /]# service saslauthd restart
Stopping saslauthd: [ 0K 1]
Starting saslauthd: [ OK 1]

- Start cyrus-imap bang tién trinh cyrus-master. Tao script dé khéi dong imap nhu mot service, hodc
chay tryc tiép bang 1énh:
[root@dnssrvl /]# service cyrus-imapd start
Importing cyrus-imapd databases: [ OK ]
Starting cyrus-imapd: [ OK ]

- Dung Iénh imtest thir ching thuc véi user cyrus (¢ day dung cach ching thuc localuser cyrus la
user cua hé thong).
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Dung lénh: imtest —a cyrus@athena.edu.vn —u cyrus@athena.edu.vn —m login localhost

- Dung Iénh useradd thém hai user hé thdng test1, test2.
[root@dnssrv]l /]# useradd testl

[root@dnssrvl /]# useradd test2

- Ping nhap bang user cyrus (user quan tri ciia domain nhatnghe.com), tao mailbox cho hai user testl va
test2:

cyrusadm —u cyrus locahost

>cm user.testl@athena.edu.vn

>cm user.testl@athena.edu.vn.INBOX
>cm user.testl@athena.edu.vn.SENT

Tuong tu cho viéc tao account mail test2.

- Xem lai cAu trac sau khi d tao mailbox:

[root@dnssrvl /]# 1s -1h /var/spool/imap/domain/a‘athena.eduvn/t/user/

total 16K
drwx------ 2 cyrus mail 4.0K Mar 3 14:43 testl
drwx------ 2 cyrus mail 4.0K Mar 3 14:44 test2

[root@dnssrvl /]# 1s -1h /var/spool/imap/domain/a/athena.edu.vn/t/user/testly

total 24K

-Mw------- 1 cyrus mail 4 Mar 3 14:43 cyrus.cache
-rw------- 1 cyrus mail 166 Mar 3 14:43 cyrus.header
-MW------- 1 cyrus mail 96 Mar 3 14:43 cyrus.index

6/ CAu hinh postfix dé chuyén mail cho cyrus-imapd:

- Dé Postfix chuyén mail vao luu trit trong cdu tric cia cyrus-imapd thay vi luu trit local, stra d6i dong sau
trong file /etc/postfix/main.cf
local_transport = cyrus
- pdng thoi uncomment, hoic thém dong sau vao file /etc/postfix/master.cf
cyrus unix - n n - - pipe flags=R user=cyrus argv=/cyrus/bin/deliver -e -r
${sender} -m ${extension} ${user}
- Test lai qua trinh g6i nhan mail bing postfix, theo ddi xem mail dwgc dua vao dau???
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Bai Lab 7: Firewall
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I/ Cai dat IPTABLES:

Iptables cung cap cac tinh ning sau:

Tich hop tot hon véi kernel caa hé diéu hanh Linux.

C6 kha nang phan tich package hi¢u qua.

Loc package dwa vao MAC va mot sé co hidu trong TCP Header.

Cung Cép chi tiét cac tuy chon dé ghi nhan sy kién hé théng.

Cung cip k¥ thuat NAT.

C6 kha ning ngan chian duoc co ché tan cong theo kiéu DOS (Denial Of Service).

- Kiém tra iptables da duogc cai dat hay chua:
[root@testsrv /1# rpm -ga | grep iptables

- Cai dat (néu chua dugc cai dat):
[root@testsrv /]# rpm -ivh iptables-1.3.5-1.2.1.1386.rpm
Preparing... B R e [ 100%)
l:iptables B R e [ 100%)

- Kiém tra iptables da duogc cai dat trén hé théng:
[root@testsrv /1# rpm -ga | grep iptables
iptables-1.3.5-1.2.1

- Khoi dong service iptables
[root@testsrv /]# service iptables start

Flushing firewall rules: [ oK 1]
S5etting chains to policy ACCEPT: filter [ OK 1]
Unloading iptables modules: [ OK 1]
Applying iptables firewall rules: [ OK ]

11/ CAu hinh iptables:

C6 2 céch cau hinh iptables 1a ding Iénh va Stra file /etc/sysconfig/iptables. Néu cau hinh iptables

bang cach dung lénh s& khong dugc liu lai sau khi ta restart service iptables.

- Cau hinh iptables cho phép truy cap ssh:
[root@mail /]# wi fetc/sysconfig/iptables

# Firewall configuration written by system-config-securitylewvel

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:8]

:RH-Firewall-1-INPUT - [8:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp --icmp-type any -j ACCEPT

-A RH-Firewall-1-INPUT -p 58 -j ACCEPT

-A RH-Firewall-1-INPUT -p 51 -j ACCEPT

-A RH-Firewall-1-INPUT -p udp --dport 5353 -d 224.0.0.251 -j ACCEPT
-A RH-Firewall-1-INPUT -p udp -m udp --dport 831 -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m tcp --dport 831 -j ACCEPT

-A RH-Firewall-1-INFUT -m state --state ESTABLISHED,RELATED -j ACCEPT
[-A RH-Firewall-1-INPUT -m tcp -p tcp --dport 22 -j ACCEPTH |

-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited
COMMIT
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Restart service iptables
[root@mail /]# service iptables restart

Flushing firewall rules:

Setting chains to policy ACCEPT: filter
Unloading iptables modules:

Applying iptables Tirewall rules:

Loading additional iptables modules: ip conntrack netbios n

Kiém tra: Sang may khac g6 lénh ssh 192.168.36.230 hay:

[root@mail /]# telnet 192.168.36.230 22
Trying 192.168.36.230...

Connected tomail.athena.edu.vn (192.168.36.230).
Escape character is '"™]°'.

S5H-2.0-0pens55H 4.3

Sau d6 thyc hién # dé bo dong

#8A RH-Firewall-1-INPUT -m tcp -p tcp --dport 22 -i ACCEPT

[
[
[
[
[

0K
0K
0K
0K
0K

(e

trong file /etc/sysconfig/iptables, restart lai service iptables, va telnet 192.168.36.230 22 dé

kiém tra lai két qua.

- C4u hinh iptables cAm ping:
Bo dong

E—A RH-Firewall-1-INPUT -p icmb --icmp-type any -j ACCEPT

Trong /etc/sysconfig/iptables
Restart service iptables
[root@mail /]# service iptables restart
Flushing firewall rules:
Setting chains to policy ACCEPT: filter
Unloading iptables modules:
Applying iptables firewall rules:
Loading additional iptables modules: ip_conntrack netbios n

Kiém tra lai
swping 192 .168.36.238

inging 192_168_36_.230 with 32 bytes of data:

[
[
[
[
[

0K
0K
0K
0K
0K

[ S )

eply from 192_168_.36.238: Destination host unreachable.
eply from 192.168.36.238: Destination host unreachahle.
eply from 192_168_.36.238: Destination host unreachable.

eply from 192.168.36.238: Destination host unreachahle.

ing statistics for 192.168.36.2308:

Packets: Sent = 4. Received = 4. Lost = B {Bx loss),

poroximate round trip times in milli—seconds:
Minimum = Bms,. Maximum = Bms,. Average = Bms

Thuc hién mé lai dong

-A RH-Firewall-1-INPUT -p icmp --icmp-type any -j ACCEPT

Trong /etc/sysconfig/iptables dé cho phép ping
Restart service iptables
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[root@mail /]# service iptables restart

Flushing firewall rules: [ OK
Setting chains to policy ACCEPT: filter [ OK
Unloading iptables modules: [ OK
Applying iptables firewall rules: [ OK
Loading additional iptables modules: ip conntrack netbios _n[ OK
- Cau hinh iptables gia mao dia chi nguon:
[root@mail /]# wi fetc/sysconfig/iptables
# Firewall configuration written by system-config-securitylevel
# Manual customization of this file is not recommended.
*nat
:PREROUTING ACCEPT [0:0]
:POSTROUTING ACCEPT [0:0]
-A POSTROUTING -o eth® -j SNAT --to-source 192.168.1.240
COMMIT
*fTilter
:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:0UTPUT ACCEPT [0:8]
!RH-Firewall-1-INPUT - [0:0]
-A INPUT -j RH-Firewall-1-INPUT
-A FORWARD -j RH-Firewall-1-INPUT
-A RH-Firewall-1-INPUT -i lo -j ACCEPT
-A RH-Firewall-1-INPUT -p icmp --icmp-type any -j ACCEPT
-A RH-Firewall-1-INPUT -p 58 -j ACCEPT
-A RH-Firewall-1-INPUT -p 51 -j ACCEPT
-A RH-Firewall-1-INPUT -p udp --dport 5353 -d 224.0.0.251 -j ACCEPT
-A RH-Firewall-1-INPUT -p udp -m udp --dport 631 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m tcp --dport 631 -j ACCEPT
-A RH-Firewall-1-INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A RH-Firewall-1-INPUT -m tcp -p tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -5 8/0 -i eth® -d 192.168.36.230 -p tcp -j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited
COMMIT
Restart service iptables
[root@mail /]# service iptables restart
Flushing firewall rules: [ OK
Setting chains to policy ACCEPT: filter [ OK
Unloading iptables modules: [ OK
Applying iptables firewall rules: [ OK
Loading additional iptables modules: ip conntrack netbios _n[ OK
Kiém tra iptables:
[root@mail /]# iptables -L -t nat
Chain PREROUTING (policy ACCEPT)
target prot opt source destination
Chain POSTROUTING (policy ACCEPT)
target prot opt source destination
SNAT all -- 192.168.36.08/24 anywhere t0:192.168.1.240

Chain QUTPUT (policy ACCEFT)
target prot opt source destination

Cho phép IP_FORWARD:
[root@mail /]# echo 1 = /fproc/sys/net/ipvd/ip_forward

Tién hanh ping dén mot may khac (192.168.36.233):
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[root@mail /]# ping 192.168.36.233
PING 192.168.36.233 (192.168.36.233) 56(84) bytes of data.

Sang may 192.168.36.233 d¢ kiém tra:
[root@testsrv /]# tcpdump -n icmp -i eth®
tcpdump: werbose output suppressed, use -v or -wv for full protocol decode
listening on eth®, link-type EN1GMB (Ethernet), capture size 96 bytes
15:51:44.959271 IP:- 192.168.36.233: ICMP echo regquest, id 8728, seg 39, length 64
15:51:44.960965 IP 192.168.36.233 » 192.168.1.248: ICMP echo reply, id 8728, seq 59, length &4
15:51:46.160230 IP 192.168.1.240 > 192.168.36.233: ICMP echo request, id 8720, seq 68, length 64
15:51:46.168331 IP 192.168.36.233 > 192.168.1.240: ICMP echo reply, id 8720, seq 68, length 64

15:51:47.214412 IP 192.168.1.240 = 192.168.36.233: ICMP echo request, id 8720, seq 61, length 64
15:51:47.214812 IP 192.168.36.233 > 192.168.1.240; ICMP echo reply, id 8720, seq 61, length 64

111/ Mét sb chu hinh iptables tham khao:
- iptables chap nhdn cdc packet vao cong 80 trén.card mang eth(
iptables -A INPUT -i ethO --dport 80 -j ACCEPT

- iptables drop cdc packet dén cong 23 dung giao thize TCP trén card mang eth0
iptables -A INPUT -i ethO -p tcp --dport 23 -j DROP

- iptables dwoc cdu hinh cho phép firewall chap nhdn cac géi tin TCP c6 dia chi nguon 1a bat kp
va dia chi dich 1a 192.168.1.1; va ¢6 hudng di vao la cong interface ethO:
iptables —A INPUT —s 0/0 —i ethO -d 192.168.1.1 -p TCP -j ACCEPT

- Chdap nhdn cac gai tin TCP cho viéc forward khi cac goi tin co dia chi nguon 1a bdt ki dén tir
interface ethernet 0, source post nam trong day 1024-65535 va c6 dia chi dich 1a 192.168.1.58, ngd
ra la interface ethernet 1, vgi destination post la 80 (www)
iptables -A FORWARD -s 0/0 -i ethO -d 192.168.1.58 -0 eth1 -p TCP --sport 1024:65535 --
dport 80 - ACCERPT

- Chdp nhdn cho firewall send ICMP (echo-request) va nhdn ICMP (echo-reply)
iptables -A OUTPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables -A INPUT -p icmp --icmp-type echo-reply -j ACCEPT

- Firewall chap nhdn cé&c g6i tin TCP sé duroc route khi chling di vao interface ethernet0 véi dia chi
nguon 1& bat ki va cé chiéu di ra 1 interface ethernet 1 véi dia chi dich 1a 192.168.1.58. Source
post la ddy 1024-65535 va destination port la 80 (www) va 443 (https).
iptables -A FORWARD -s 0/0 -i eth0 -d 192.168.1.58 -0 eth1 -p TCP --sport 1024:65535 -
m multiport --dport 80,443 -j ACCEPT

Thay Vi phai dinh ra source post va destination port, ta chi don gian sur dung tuy chon —m state --
state ESTABLISHED

iptables -A FORWARD -d 0/0 -0 eth0 -s 192.168.1.58 -i eth1 -p TCP \

-m state --state ESTABLISHED -] ACCEPT
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- iptables doi \P nguon cho cdc packet ra card mang eth0 1a 210.40.2.71. Khi nhdn dwoc packet vao

tir Internet, Iptables sé t dong doi IP dich 210.40.2.71 thanh IP dich twong vmg ciia mdy tinh trong
Mang LAN 192.168.0/24

iptables -t nat -A POSTROUTING -0 ethO -j SNAT --to-source 210.40.2.71

Hodc ban cé thé dimg MASQUERADE thay cho SNAT nhu sau:

iptables -t nat -A POSTROUTING -0 eth0 -] MASQUERADE

(MASQUERADE thirong dwoc dung khi két néi dén Internet la pp0 va ding dia chi IP-dong)

- Béi dia chi dich ciia server thanh 192.168.1.2 khi truy cdp dén 172.28.24.199
iptables -t nat -A PREROUTING -d 172.28.24.199 -i ethO -j DNAT to-destination 192.168.1.2

IV/ Cai dat shorewall: o
- Shorewall 1a mét ki€u giao dién d¢ d¢ quan ly iptables hon.
- Cai dat shorewall bang gbi rpm nhu sau:

[root@centos-1 setupl]# rpm -ivh shorewall-3.4.7-1.noarch.rpm
Preparing...  dd

l:shorewall R R R R R R R R R R R R R R,

[100%]
[106%]

V/ Céu hinh shorewall:

- Céu hinh file /etc/shorewall/interfaces. Pinh nghia interface nhu sau:
#70NE INTERFACE BROADCAST OPTIONS
net ethe detect

- CAu hinh file /etc/shorewall/zone:

#Z0ONE TYPE OPTIONS IN ouT

# OPTIONS OPTIONS
T firewall

net ipvd

- Cau hinh file /etc/shorewall/policy. File nay dinh nghia cac policy két ndi giira nhitng zone dwoc dinh
nghia trong file /etc/shorewall/zone:

#S0URCE DEST POLICY LOG LIMIT:BURST
# LEVEL

net all DROP info

all all REJECT info

fw all ACCEPT

- Cau hinh file /etc/shorewall/rules. Day 1a file quan trong nhat, kiém sot nhitng rule cho phép lgét ndi
hay khong. File /etc/shorewall/rules dugc hi€u nhu giao dién cta iptables, thay vi dinh nghia bang

iptables phirc tap, thi ta tién hanh dinh nghia theo ciu triic cua shorewall, sau d6 shorewall s& bién
dich lai thanh nhitng cau 1énh iptables.
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#ACTION SOURCE DEST PROTO DEST SOURCE ORIGINAL

#

2 Bis binh Tién Hoang, P. Da Cao, Q.1, TP.HCM

USER/ MARK
PORT PORT (5] DEST
GROUP

#SECTION ESTABLISHED
#SECTION RELATED
SECTION NEW

ACCEPT net all icmp echo-request
ACCEPT all all icmp echo-request
ACCEPT all net tcp 53
ACCEPT all net udp 53

TRUNG TAM PAO TAO QUAN TRI VA AN NINH MANG ATHENA

RATE

LIMIT

- Céu hinh file /etc/shorewall/shorewall.conf. File dinh nghia cac option hoat dong cho shorewall. Dé
file cau hinh nhu méac dinh, stra dong sau:
STARTUP_ENABLED=Yes

- Check cau hinh shorewall:
[root@centos-1 setupl# vi fetc/shorewall/shorewall.conf
[root@centos-1 setupl# shorewall check
Checking...
Initializing...
Determining Zones...
IPv4 Zones: net
Firewall Zone: fw
Validating interfaces file...
Validating hosts file...
Pre-processing Actions...
Pre-processing fusr/share/shorewall/action.Drop...
Pre-processing fusr/share/shorewall/action.Reject...
Validating Policy file...
Determining Hosts in Zones...
net Zone: eth0:0.08.0.0/0
Deleting user chains...
Checking /etc/shorewall/routestopped ...
Creating Interface Chains...
Checking Common Rules
Compiling IP Forwarding...
Checking fetc/shorewall/rules...
Checking Actions...
Checking /usr/share/shorewall/action.Drop for Chain Drop...
Checking /usr/share/shorewall/action.Reject for Chain Reject...
Checking /etc/shorewall/policy...
Checking Traffic Control Rules...
Checking Rule Activation...
Shorewall configuration verified

- Start shorewall, Kiém tra céc luat iptables phat sinh tir shorewall:
[root@centos-1 ~]# service shorewall start
Starting shorewall: [ OK 1]

[root@centos-1 ~]# service iptables status
Table: raw
Chain PREROUTING (policy ACCEPT)

num

target prot opt source destination

Chain fw2net (1 references)

target prot opt source destination

ACCEPT all -- 0.0.0.8/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT icmp -- ©0.08.0.8/0 0.0.0.0/0 icmp type 8

ACCEPT tcp -- 0.08.0.8/0 0.0.0.0/8 tcp dpt:53

ACCEPT udp -- 0.8.0.8/0 0.0.0.0/8 udp dpt:53

allzall all -- ©.0.0.8/0 0.0.0.0/8
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Bai Lab 8: IDS
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I/ Cai dat Snort:
- Cai goi phu thudc:
[root@centos-1 Snort]# rpm -ivh pcre-devel-6.6-1.1.1386.rpm

Preparing... R R A R R R [100% ]
l:pcre-devel A A R R R R AR [100%]
[root@centos-1 Snort]# rpm -ivh libpcap-devel-0.9.4-8.1.i386.rpm
Preparing... A R R [100%]
l:libpcap-devel R R R R [100%]

- Cai snort tir gi source bang nhitng 1énh sau:
Jconfigure
make
make install

- Giai nén tap luat cua snort vao cung thu muc source cta snort:
[root@centos-1 Snort]# tar -xzvf snortrules.tar.gz -C fusr/snort-2.8.0.1/
rules
rules/Makefile.am
rules/sid-msg.map
rules/classification.conftig
rules/snortIDAlertMIB. txt
rules/SnortCommonMIB. txt
rules/Makefile.in
rules/x1ll.rules
rules/web-misc.rules
rules/web-iis.rules
rules/web-frontpage.rules
rules/web-coldfusion.rules
rules/web-cgi.rules
rules/web-attacks.rules
rules/virus.rules
rules/tftp.rules
rules/telnet.rules
rules/sql.rules
rules/smtp.rules
rules/shellcode.rules
rules/scan.rules
rules/rservices.rules

- File c4u hinh cua snort 1 /usr/snort-2.8.0.1/etc/snort.conf, chinh sira bién RULE_PATH, va mot s6
tap luat rules (co nhirng tap luat khong chuan, khong st dung duoc).
var RULE_PATH fusr/snmort-2.8.0.1/rules

- Tao user snort, tao thu muc dé ghi lai sy kién log:
[root@centos-1 snort-2.8.0.11# useradd snort
[root@centos-1 snort-2.8.0.1]# mkdir /var/log/snort

- Tao mdt script dé start/ stop snort nhu mot service:
[root@centos-1 snort-2.8.08.1]# cp /var/setup/Snort/snortd Jetc/init.d/
[root@centos-1 snort-2.8.08.1]# chkconfig --Tlevel 2345 snortd on

- Start snort ¢ dang service:
[root@centos-1 snort-2.8.0.1]# service snortd start
Starting snort: [ OK 1

Bién soan: Nguyén Tri Thi'c — Luu Hanh Noi B6 57



/» ATHENA TRUNG TAM PAO TAO QUAN TRI VA AN NINH MANG ATHENA
r - 2 Bis Binh Tién Hoang, P. ba Cao, Q.1, TP.HCM
TRUNG TAM DAO TAO QUAN TRI & AN NINH MANG Tel: (84—8) 38244041 . 0989012418 Wwwathenaeduvn

Start snort & mode NIDS debug:
[root@centos-1 snort-2.8.0.1]# fusr/local/bin/snort -u smort -g smort -d -c fusr/snmort-2.8.08.1/et
c/snort.conf
Running in IDS mode

--== Initializing Snort ==--
Initializing Output Plugins!
Initializing Preprocessors!
Initializing Plug-ins!
Farsing Rules file /usr/snort-2.8.0.1/etc/snort.conf
PortVar 'HTTP_PORTS® defined : [ 80]
PortVar 'SHELLCODE_PORTS' defined : [ ©:79 81:65535]
PortVar 'ORACLE_PORTS' defimed : [ 1521]
Frag3 global config:
Max frags: 65536
Fragment memory cap: 41943084 bytes
Frag3 engine config:
Target-based policy: FIRST
Fragment timeout: 60 seconds
Fragment min_ttl: 1
Fragment ttl limit: 5
Fragment Problems: 1
Stream5 global config:
Track TCP sessions: ACTIVE
Max TCP sessions: B192
Memcap (for reassembly packet storage): 8388608
Track UDP sessions: INACTIVE
Track ICMP sessions: INACTIVE

11/ Céu hinh, theo ddi Snort & ché do dd hoa:
- Cai dat webmin:
[root@centos-1 Snort]# rpm -ivh webmin-1.4860-1.noarch.rpm

Preparing... B R [100%]
Operating system is Cent0S Linux
1:webmin B R [100%]

Webmin install complete. You can now login to https://centos-1:10806/
as root with your root password.

- Log vao Webmin, chon chirc nang Webmin Modules, import thém Snort module vao Webmin:

Mozilla Firefox

File Edit View Go Bookmarks Tools Help
G-y - & ) ) [ » ntps:centos-1:10000/ al~] @co (Gl

|| CentOS | ) Support

You must enter a username and password to login
to the Webmin server on centos- 1.

Username Iro ot

Password Iooooooo

Login | Clear |

[ Remember login permanently?
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=) Webmin 1.400 on centos-1 (CentOS Linux 5) - Mozilla Firefox

Hle Edit View Go Bookmarks Tools Help

G@-p - & ) @) | ntps:centos-1:10000/ 8] @co G

|| CentOS | ) Support

IP Access Control  Ports and Addresses Logging Proxy Servers
Download

Login: root B
Webmin

Backup Configuration Files

=
>
Q

Change Language and
Theme

Usermin Configuration
Webmin Actions Log

CIE

)
=

User Interface Webmin Modules Operating System Language

Webmin Servers Index and Environment

Webmin Users

@ system E @ Qi %

B Servers =

Metworking Index Page Options  Upgrade Webmin Authentication Reassign Mo

Harcware

- B a8

m B B @

3 Others

|Search: I Edit Categories Module Titles Webmin Themes Trusted Refe

] M —] =1 @ oY
- Cai dat mysql:

] Package Manager

File View Help

[¢ Browse | @ Search

il

List

 — u MySQL Database

vers

' Applications
Development

@) 0 News Server

Base System
@ O PostgreSQL Database

| Virtualization

[This package group contains packages useful for use with MySQL.

6 of 11 optional packages selected

Optional packages

- Tao user, va cap quyén cho user trong mysql:
# mysql —u root
mysql> set password for ‘root’@’localhost’=password(*123456’);
mysql> create database snort;
mysql> exit;

File script tao c4u trac luu
# my5q| —Uu root - trit dir liéu cho Snort
mysql> connect snort;
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mysql> source create_mysql;

mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to
snort;

mysql> grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to
snort@localhost;

mysql> grant CREATE,INSERT,SELECT,UPDATE on snort.* to acidviewer;
mysql> grant CREATE, INSERT, SELECT, UPDATE on snort.* to
acidviewer@localhost;

mysql> connect mysql;

mysql> set password for ‘snort’@’localhost’=password(‘123456°);

mysql> set password for ‘snort’@’%’=password(*123456°);

mysql> set password for ‘acidviewer’ @’localhost’=password(*123456°);
mysql> set password for ‘acidviewer’ @’%’=password(*123456°);

mysql> flush privileges;

mysql> exit;

- Stra file snort.conf ¢ nhitng dong sau:

# output database: log, mysgl, user=root password=test dbname=db host=localhost
stra thanh

output database: log, mysql, user=snort password=123456 dbname=snort
host=000.000.000.000

- Tiép theo chung ta tién hanh cai dit acid, adodb, gd, phplot

# tar —xzvf acid-0.9.6b23.tar.gz —C /var/www/html
# tar —xzvf adodb461.tar.gz —C var/www/html

# tar —xzvf gd-2.0.33.tar.gz —C /var/www/html

# tar —xzvf phplot-4.4.6.tar.gz —C /var/www/html

- Pbi tén ¢4c thu muc gd-2.0.33 va phplot-4.4.6 thanh gd va phplot. Copy thu muyc acid thanh mot thu
muc khac 1a acidviewer.

- Stra file /var/www/html/acid/acid_conf.php va file /var/www/html/acidviewer/ acid_conf.php ¢
cac dong sau:

$DBIlib_path="../adodb’’;
$alert_dbname="’snort”’;
$alert_user=""snort”; (hodc acidviewer)
$alert_password=""123456’;
$Chartlib_path=""../phplot™;

- Tiép tuc cau hinh cac budc sau:

# mkdir /usr/lib/apache

# mkdir /usr/lib/apache/passwords

# htpasswd —c /usr/lib/apache/passwords/passwords snort

# htpasswd /usr/lib/apache/passwords/passwords acidviewer
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- Thém doan sau vao file /etc/httpd/conf/httpd.conf:

<Directory ““/var/www/html/acid”’>
AuthType Basic
AuthName ““snort solution™
AuthUserFile /usr/lib/apache/passwords/passwords
Require user snort
AllowOverride None
</Directory>

<Directory “*/var/www/html/acid”’>
AuthType Basic
AuthName ““snort solution™
AuthUserFile /usr/lib/apache/passwords/passwords
Require user acidviewer
AllowOverride None
</Directory>

- Bay gid chung ta truy cap vao trang acid thong qua dia chi: http://localhost/acid/, tiép tuc setup theo
cac budc trén web.

- Sau khi qua trinh cai dat hoan tat, mudn xem snort log thi.vao-dia chi http://localhost/acid véi quyén
cua snort hodc http://localhost/acidviewer véi quyén cua acidviewer.

- Mubn thyc hién céc thao tac quan tri snort thi vao https://localhost:10000:

Webmin 1.400 on centos-1 (CentOS Linux 5) - Mozilla Firefox

Fle Edit View Go Bookmarks Tools Help

{a - - & () ) [ nttps:scentos-1:10000/ alr] @ [&
|| CentDS [7)Support
MySQL Database Semver (] . E
OpenSLP Server y " ey —igpasen e,
Postfix Mail Server we Ui ' i Iﬁ '
PostgreSQL Database
Server System
ProF TPD Server hostname gentos
Precmail Mail Filter | Operating .
OMail Mail Server o LD
Read User Mail Webmin
SSH Server version 1.400
Samba Windows File e —
Sharing Mon Mar 3 13:17:04 2008

server

eaed THat-Senver
; CPU load
nort IDS Admin o 1.57 {1 min) 1.88 (5 mins) 1.68 (15 mins)

SpamAssassin Mail Filter SVErREn i
Squid Analysis Report - 154.46 MB total, 77.73 MB used
Generator memary
Squid Proxy Server
= Virtual =
| WU-FTP Server 1 1= 525,55 MR tatal. 74.03 MB used bt
Done centos-1:10000 =
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